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YTO 3A CTPALLUHbIN 3BEPb?
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|HECKONIbKO CNOB O KOMMAHUW WANTUBACTUOH
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CotpyaHunkos

— KomaHaa pa3paboTymKoB,
NHXEHEePOB, MEHEOKEPOB,
MapKeTuHra 1 nuapa,

OCHOBaHMe KOMMNaHun OpPUEHTUPOBaHHAas Ha NPOAYKT
N pelLeHne pearnbHbIX 3agay

PAM-pbiHka PO

Mnatdopma CKOMY HT
pelleHne, NPoBEPEHHOE
«B 60sIX» 1 OOKa3aBLUEE CBOO
3P PEKTUBHOCTb, HALEXKHOCTb
N Ka4yecTBO

bonee 10 net Ha poccUnUCKoMm
pblHKE MH(POPMALMOHHOMN
B6esonacHoCTU

3aKa3uMKOB U NPOEKTOB

[MpucyTcTBME BO BCEX OTPACHSX OT
HeTAHbIX KOMNaHUn 0o PyTOONbHBLIX
kny6oB, oT HebonbLWNX 0MCoB OO
reopacnpenerneHHblX NnoLwaaok
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' WANTUBACTUOH

EcTb nun nsonauna cerMeHToB?

100%

|HEMHOFO CTATUCTUKN

[MepeHocUTCA N gaHHble Ha ¢ielwke (CerMeHT-CerMeHT)?

795-83%

Www.it-bastion.com
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INYTb, KOTOPBIV MPOXOOAT GANDI
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|NYTb, KOTOPbI NPOXOAAT ®ANIbI @ AVTUBACTUOH
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' WANTUBACTUOH

NOoNYYNTb/NEPEOATH OBBEKT HA NYBJIMKALIO B PROD

INYTb, KOTOPbI MPOXOOAT AL

NMNOoJTYHYUTb/NEPEOATb SAAAHVE HA PA3SPABOTKY

Nnony4YnTb/NEPEOATH OBHOBJIEHUA

it-bastion.com ——

NMNONTYHUTb/NEPEOATDb TEJIEMETPUIO
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Nnony4dYnTb/NMEPEOATDH YAPABIAKOLWYIO MPOrPAMMY
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INYTb, KOTOPBIV MPOXOOAT GANDI

4 CnucokK percTtBUM B cerMmeHTe A

[MTpoBepKa 4epe3d SandBox

[lpoBepka 4yepesd DLP

[LoKyMeHTnpoBaHumne

"

\

[MpoBepKa KOHTPOIbHbIX CYMM

WANTUBACTUOH

4 CnucokK penctBum B cermeHTte B

[lpoBepka 4Yepes AV

\

[MfpoBepKa KOHTPOJIbHbIX CYMM

«[lepeknagbiBaHMe» Ha
HYXHbIA XOCT

HypHanupoBaHmne

\_

.com
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W W W .

)
n




I YTO KE C 3TM MOMXHO CAOEJIATD? WANTUBACTUOH

1. OBECIMNEYNTb BCTPEYHbI KOHTPOJ1b
2. 3A0ATb BEKTOP ABUXEHUNA ®ANNOB N AAHHbIX

3. ABTOMATU3NPOBATb KOHTPOJ1b BE3OMACHOW NEPEOAYN

it-bastion.com

4. 3AAOKYMEHTUPOBATb OBMEH MUHO®OPMALUMVEWN MEXAY CETAMU

5. 00OCTABUTb 40O KOHEYHOW LLEJIN
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C MMHUWMAJIbHbIM YHACTUEM HYEJTIOBEKA
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INK «CUHOHUKC» @ AVITUBACTUOH
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WANTUBACTUOH

INK «CMHOHUKC»
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|CXEMA NEPEOAYN

MAC
= ETHERNET
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MAC

ETHERNET

ETHERNET

WANTUBACTUOH

TCP ‘ UDP

IP ‘

MAC
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lCTAHﬂ,APTHOE BHEOPEHWE W ANTUBACTUOH
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INMPOMEXYTOYHbIA UTOI
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|KNIOYEBBIE OCOBEHHOCTM
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|dYH KUWOHAJIbHbIE BOSMOXHOCTWA W ANTUBACTUOH
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OTnpaBKa »ypHanoB B SIEM/SOC B popmaTe CEF E

NMEPEOAYA OANJIOB NMEPEOAYA OAHHDbIX -

MNepepaya pannos mexay N3OJIMPOBAHHBIMW ceTtamum ¢ Nepepava paHHbiXx Mexay N3OJIMPOBAHHBIMW ceTtamu. *:

O0MNOSTHUTENbHBLIMN NPaBuUIaMn NPOBEPKN danoB Ha « TCP, UDP, B T.4. 0OQHOCTOPOHHAA -

COOTBETCTBME NOSINTUKAM Nepenadn. * HesaBucuMble MONNTUKN ONF OBYX KOHTYPOB z
e SFTP * Ckopoctb oo 1l6/c

k * Bbibop HanpaBneHnAa nepegaydn + CoegunHeHNA TOYKa-TOYKa
epKa MacKu, pasMmepa, LLeNTOCTHOCTHU * MNopnoeprka padotbl ¢ M3, NGFW n gpyrnm cetesbiM
Terpauma c ICAP-cepsucamun (DLP, Sandbox, AV, n ap.) obopynoBaHNEM

| * BcTpoeHHbin aHTuBMpYyC Kaspersky AV SDK
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|loCOBEHHOCTH @ AVITUBACTUOH
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|CLLEHAPUIA N21 @ AVITUBACTMOH
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MNpooyKkTMBHaA cnctemMa
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|CLLEHAPUIA N21 @ AVITUBACTMOH
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—> SFTP/FTP. Nepenaya ¢ainnos o6HOBMEHWN HTTPS/RDP/SSH YpaneHHoe ynpasneHune 4yepe3 PAM-cuctemy

—> [loagktoyeHme no NponpueTapHbIM NPOTOKONaM A 06CNyXMBaHNA KOHEYHbIX y3noB —————> TCP. [Nepepnaya Syslog
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|CLLEHAPUIA N22 @ AVTVBACTUOH
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C60p paHHbIX MPON3BOACTBEHHON CUHXpPOHMN3aLUNA CUCTEMHOIO BPEMEHU B
nHdopmauymn Historian na cermenta ACY TT1 cermeHTe ACY TT1

\ . :

N K cepBepy KOprnopaTUBHbIX NIMLEH3UA  CUHXPOHM3aLUA roJIOBHOIMO N NOAYNHEHHOIO

a APM n cepBepax B cermeHTe ACY TT1 LeHnTpoB Be3zonacHocTH




|CLLEHAPUIA N22 @ AVTVBACTUOH
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C60p paHHbIX MPON3BOACTBEHHON CUHXpPOHMN3aLUNA CUCTEMHOIO BPEMEHU B ' x‘
nHdopmauyumm Historian ns cermenta ACY TI'I| Vi cermeHTe ACY TT1

N K cepBepy KOpNopaTUBHbIX NMUUEH3un  CUHXPOHM3ALUA FOSIOBHOIMO U no,u,qMHeHHoroDV

a APM n cepBepax B cermeHTe ACY TT1 ( x\ LeHnTpoB Be3zonacHocTH
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SOC/MSSP BAHKW
MPOMbBIWIEHHDbIE

NPEATNTPUATNA
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WANTUBACTUOH

| F.A.Q.

TR

ECTb BOINMPOCDI?

KY3HEL OB AHppe#

MeHep)xep lNpoaykKTa
info@it-bastion.com

AN

+7 (499) 322-366-7

it-bastion.com
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